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Abstract

Internet of Things (loT) products often lack product cybersecurity capabilities their customers—
organizations and individuals—can use to help mitigate their cybersecurity risks. Manufacturers
can help their customers by improving the securability of their loT products by providing
necessary cybersecurity functionality and by providing customers with the cybersecurity-
related information they need. This publication describes recommended activities related to
cybersecurity that manufacturers should consider performing before their loT products are sold
to customers. These foundational cybersecurity activities can help manufacturers lessen the
cybersecurity-related efforts needed by customers, which in turn can reduce the prevalence
and severity of compromises.

Keywords

cybersecurity risk; Internet of Things (loT); manufacturing; risk management; risk mitigation;
securable computing devices; software development
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Executive Summary

Manufacturers are creating an incredible variety and volume of internet-ready products and
systems broadly known as the Internet of Things (1oT). Many of these IoT products and systems
do not fit the standard definitions of information technology (IT) (e.g., smartphones, servers,
laptops) that have been used as the basis for defining product cybersecurity capabilities.

The purpose of this publication is to give manufacturers recommendations for improving the
securability of their 10T products. Securability means the loT products offer product
cybersecurity capabilities—cybersecurity features or functions that the loT devices and other
product components provide through their own technical means (i.e., hardware and software)
or related non-technical services from the manufacturer (i.e., vulnerability disclosure
programs). An loT product that is resilient to attacks, supports forensic analysis following an
incident, recovers quickly after an incident, keeps customer data confidential and free of
tampering, develops a reputation of being trustworthy, etc. is one that customers can adopt
and trust. Thus, investing in producing a secure IoT product contributes to the success of the
loT product in the market, increasing innovation, protecting the nation, and supporting
individuals in their daily lives. Cybersecurity of an loT product must begin in the product
planning phase when the decision-makers are able to allocate resources towards modeling and
prioritizing threats, then designing and implementing effective product cybersecurity
capabilities that help address these threats. Additionally, allocating resources for post-market
support of the product when it’s deployed in the field goes a long way to establishing a
relationship of trust with the customer. Constantly evaluating the ever-changing threat
landscape, investigating security incidents that happen in the field, and maintaining the loT
product’s ability to remain securable in the field all help the customer manage their
cybersecurity risks while also enhancing the reputation of the loT product and its manufacturer.

This publication describes seven recommended foundational cybersecurity activities that
manufacturers should consider to improve the securability of their loT products. Four of the
activities primarily impact decisions and actions performed by the manufacturer before a
product is sent out for sale (pre-market), and the remaining three activities primarily impact
decisions and actions performed by the manufacturer after product sale (post-market).
Performing all seven activities can help manufacturers provide loT products that better support
the cybersecurity-related efforts needed by customers, which can reduce the prevalence and
severity of loT product compromises. These activities are intended to fit within a
manufacturer’s existing development process and may already be achieved in whole or part by
that existing process.

Note that this publication is primarily intended to inform the manufacturing of new products or
products that are being redesigned. However, much of the information in this publication can
be used when upgrading products already in production.
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1. Introduction

Manufacturers are creating an incredible variety and volume of internet-ready products and
systems broadly known as the Internet of Things (loT). Many of these loT products and systems
do not fit the standard definitions of information technology (IT) (e.g., smartphones, servers,
laptops) that have been used as the basis for defining product cybersecurity capabilities. loT
products are frequently expected to be in service for decades, may have strict cost limits, could
utilize an unorthodox operating environment (e.g., extreme temperatures, high humidity,
significant latency) that may affect their cybersecurity posture and expectations.

As |oT adoption has increased over the last two decades, threats and vulnerabilities have also
grown. For example, large, resilient botnets made up of compromised loT devices, such as the
Mirai botnet resulted in response from the United States Government in the form of Executive
Order (EO) 13800. [1] Since that time, there’s been increasing acknowledgement of the
importance of cybersecurity of loT products and efforts to support and promote it. [2] Even
today, trust in loT, which is supported by cybersecurity is seen as a key factor to sustaining and
amplifying the adoption and innovation of loT products. [3] Manufacturers should consider the
cybersecurity of their IoT products to ensure customers can trust the products and their
operation. Doing so can not only protect customers as they deploy and use loT products, but
manufacturers themselves by increasing trust in their products, supporting their reputation
among customers, and reducing the likelihood of attacks on manufacturers’ internal systems.
Finally, considering cybersecurity in the development and support of loT products protects the
Nation, internet, and public at large by reducing the likelihood of attacks utilizing loT products
(e.g., botnets).

1.1. Purpose and Scope

loT products are digital equipment or systems that sense or actuate on the physical world while
being connected or connectable to the Internet. loT products in scope for this publication may
be comprised of a single 10T device and nothing else or they may be comprised of the loT device
and additional loT product components (e.g., backends, companion applications, and specialty
networking/gateway hardware). An loT device has at least one transducer (sensor or actuator)
for interacting directly with the physical world and at least one network interface (e.g.,
Ethernet, Wi-Fi, Bluetooth, Long-Term Evolution (LTE), Zigbee, Ultra-Wideband (UWB)) for
interfacing with the digital world. In this document, “components” refers to the components of
an loT product. Sub-components of an loT device (e.g., a processor or memory) are outside the
scope of this publication.

The purpose of this publication is to provide manufacturers recommendations for developing
securable loT products. Securable means that the loT products operate in a way and offers
functionality such that a customer (or other users) can effectively manage the cybersecurity of
the loT product and the system to which it’s connected. This publication provides guidelines for
securable loT products rather than secure loT products because:
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1. When considering that loT products will be attached to networks and primarily
managed by customers when deployed, loT product manufacturers cannot create
something that is secure in an absolute sense, but rather securable by customers in
deployment.

2. Secure operation of loT products is only part of the scope of this document, and this
document also addresses how loT products should support the cybersecurity of
customers and the systems they attach to.

loT products will offer product cybersecurity capabilities—cybersecurity features or functions
that products provide through their own technical means (i.e., device hardware and
software)—that customers, including both organizations and individuals, need to secure the loT
products when used in their systems and environments. While all customers may need to take
some actions to secure their loT products (e.g., changing a default password), product
cybersecurity capabilities will need to be tailored to the expected knowledge of the customer.
All loT product components will contribute to the securability of loT products, and so product
cybersecurity capabilities will include aspects of how loT products function that ensure secure
operation of the loT product, but may not be used directly by customers. For example,
confidentiality measures such as encryption should be part of the loT product’s implementation
to protect data-at-rest and data-in-transit, even for data that is stored on and shared between
loT product components.

Finally, 1oT product manufacturers or other supporting entities will often need to perform
actions or provide services that their customers need to maintain the cybersecurity of the
product. From this publication, loT product manufacturers will learn how they can help loT
product customers with cybersecurity risk management by carefully considering which product
cybersecurity capabilities to design into their products and which actions or services may also
be needed to support the loT product’s securability.

Therefore, a securable loT product has product cybersecurity capabilities (i.e., hardware and
software) and other support provided by the manufacturer or other supporting entity that
customers may need to mitigate common and expected cybersecurity risks related to the use of
the loT product and its connection to customers’ systems.

This publication is intended to address a wide range of loT use cases. |oT products will be used
in systems and environments with many other products and system components, some of
which may be IoT, while others may be conventional IT equipment. For some use cases (e.g.,
healthcare), the guidelines in this document can be complimented with applicable standards,
regulations, and guidance.

This publication is primarily intended to inform the manufacturing of new devices and products
or products that are being redesigned. However much of the information in this publication can
be used when upgrading products already in production. By implementing the activities
discussed in this document, manufacturers can increase the trustworthiness of the loT products
they produce, including products’ longevity, thus improving the manufacturer’s reputation and
contributing to the success of the deployment.
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Readers do not need a technical understanding of loT product composition and capabilities, but
a basic understanding of cybersecurity principles is assumed.

1.2. Publication Structure

The remainder of this publication is organized into the following sections and appendices:

Section 2 provides background information needed to understand the seven
recommended pre-market and post-market activities described in Sections 3 and 4.

Section 3 includes recommended manufacturer activities that primarily impact
securability efforts by the manufacturer before sale (i.e., premarket). The Section 3
activities are:

o Activity 1: Identify expected customers and users and define expected use cases.
o Activity 2: Research customer cybersecurity needs and goals.

o Activity 3: Determine how to address customer cybersecurity needs and goals.

o Activity 4: Plan for adequate support of customer needs and goals.

Section 4 includes recommended manufacturer activities that primarily impact
securability efforts by the manufacturer after sale (i.e., post-market). The Section 4
activities are:

o Activity 5: Support product cybersecurity through end-of-life.
o Activity 6: Define and plan approaches for communicating with customers.

o Activity 7: Decide what information needs to be communicated to customers
and which defined approaches are most appropriate for the information.

Section 5 provides a conclusion for the publication.

The References section lists the references for the publication.

Appendix A provides a list of acronyms and abbreviations used in the publication.
Appendix B contains a glossary of selected terms used in the publication.

Appendix C presents changes that were made to the original NIST IR 8259 report in
writing this Initial Public Draft.
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2. Background

This section provides an overview of the background concepts needed to understand the rest of
the publication.

2.1. Product Cybersecurity and System Cybersecurity

The following discussion uses NIST’s prior work on cybersecurity such as the NIST Cybersecurity
Framework (CSF) and Risk Management Framework (RMF). The intent is not to suggest all loT
product manufacturers must consider cybersecurity from the same perspective as large
enterprise organizations or the federal government. These tools are adaptable to a broad range
of organizations. The point of using these tools is to clarify the perspective on cybersecurity
used in this publication that should be considered by all loT product manufacturers: product
cybersecurity.

NIST guidelines, including this publication, take a risk-based approach to cybersecurity. In this
context, cybersecurity risk is defined by the RMF as “a measure of the extent to which an entity
is threatened by a potential circumstance or event, and typically a function of: (i) the adverse
impacts that would arise if the circumstance or event occurs; and (ii) the likelihood of
occurrence.” [4] In general, cybersecurity risks are “those risks that arise from the loss of
confidentiality, integrity, or availability of information or information systems and reflect the
potential adverse impacts to organizational operations (including mission, functions, image, or
reputation), organizational assets, individuals, other organizations, and the Nation.” [4] As such,
tools such as the NIST CSF provide guidelines for organizations to manage cybersecurity risks
related to the systems they use. A risk-based approach to system cybersecurity points
organizations to consider their system(s) in totality to determine the applicable cybersecurity
risks that must be mitigated via cybersecurity controls, which are “the safeguards or
countermeasures prescribed for an information system or an organization to protect the
confidentiality, integrity, and availability of the system and its information.” [5] The controls
implemented, outcomes targeted, or other actions taken related to cybersecurity could be
generally referred to as an organization’s cybersecurity functionality.

Organization’s Cybersecurity Functionality

IS S

Element

(loT Product)

Information System

Fig. 1. Relationship of organizational information system elements to an organization’s cybersecurity.
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Risk-based cybersecurity generally considers the risks faced by an entire information system,
but systems are created by interconnecting various products such as personal computers,
mobile devices, servers, networking equipment, and various peripherals including an increasing
number of loT products with their components (e.g., devices, mobile apps). As shown in Fig. 1,
there are dependencies that must be met by elements of an information system in order for
cybersecurity functionality to be feasibly or effectively implemented by the manager and owner
of the information system. For example, how can access control be enforced if a device on the
network does not allow a default password to be changed? In some instances, new controls
such as network segmentation can be implemented, but not in all cases and not without
additional cost and system complexity. Therefore, there can be value to viewing cybersecurity
from the product perspective, which takes into account the relationship of system elements
with the overall system, but also the limitations of information that can be known when
assessing risks. When taking this product perspective, assessment of risks is limited to those
related to the product, while assumptions may have to be made about expected customers and
how they secure their systems. This publication provides risk-based cybersecurity guidelines
from the product perspective targeted at loT product manufacturers.

2.2. Composition of loT Products

loT products can have many compositions. Some may only have an loT device and may or may
not require additional 1oT product components to operate, but many loT products across many
use cases require additional components such as backends, companion applications, and
specialty networking/gateway hardware. In some use cases, such as home loT applications, it is
common for loT devices to require other loT product components to operate, but loT products
in enterprise and industrial use cases can also utilize multi-component loT product designs. The
need for additional loT product components to support an loT device can be driven by
operational needs. For example, an loT device may lack the ability to accommodate an
appropriate human-user interface. In that situation, individuals will often have to interact with
a companion application that is installed on a smartphone.

Fig. 2. Example of a network showing multiple 1oT products based around different loT devices which are
supported by various kinds of loT product components.
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Fig. 2 shows how loT product architectures can vary when viewed in an example deployment
environment. Two different loT products are shown with different loT devices that both utilize
a backend but use different architectures to do so: one loT device connects directly to the
deployment environments’ networking resources while the other utilizes a specialty gateway to
convert data from the device into networking packets for transmission. While the loT devices,
backends, and networking hardware specific to an loT product would all be considered loT
product components of their respective products, other equipment (e.g., networking
equipment), though used by loT product components, are not considered loT product
components. Beyond networking equipment, other devices will likely be present on the
network that would also not be considered loT product components. That said, some of these
devices (e.g., personal computers, smartphones) may host loT product components (e.g.,
mobile apps) in the form of application code used to interface with the product.

Determining which components are part of an loT product and which are not should be driven
by whether removal of or disconnection from the component would break loT product
functionality. For example, a manufacturer that designs an loT product with a device requiring a
connection to software hosted in a backend cloud to function should consider that backend as
part of the loT product. loT product components can take any form of hardware or software,
but most loT product components will fit one of the following descriptions:*

e |oT device — local equipment with at least one transducer (i.e., sensor or actuator) and
at least one network interface.

e Specialty networking/gateway hardware — local equipment used to aggregate, translate,
forward, or distribute data related to the loT product across networks (e.g., a hub within
the system where the loT device is used).

e Companion application software — code executed on local equipment outside of the loT
product boundary (e.g., personal computer, smartphone) that interfaces with other loT
product components (e.g., a mobile app for communicating with the loT device).

e Backends —remote service that supports one or more loT product components (e.g., a
cloud service, or multiple services, that may store and/or process data from the loT
device).

loT products’ technical means will implement product cybersecurity capabilities to support the
cybersecurity of the networks to which they are eventually attached. In general, NIST has
defined a capability as “a combination of mutually reinforcing controls implemented by
technical means, physical means, and procedural means.” [4] More specifically, product
cybersecurity capabilities are capabilities as defined above, but provided by or related to the
loT product. loT device cybersecurity capabilities are capabilities provided by the loT device
specifically (i.e., cybersecurity features or functions the device provides through its own
technical means). Other loT product components may also contribute to loT product
cybersecurity capabilities through their technical means.

L NIST has published other guidelines that provide additional perspectives and models for describing loT product components and how they
work together to provide loT product functionality, including the Internet of Things (loT) Component Capability Model for Research Testbed,
NIST IR 8316 [6], and ‘Network of ‘Things,” SP 800-183. [7]
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loT product components will have different resources and capabilities
available and, thus, different ways they will contribute to product
cybersecurity capabilities. Some product cybersecurity capabilities will
be supported similarly by most loT product components. For example,
data protection will use the same or similar means across loT product
components to protect data at rest and in transit. Other product
cybersecurity capabilities may be supported differently by various loT
product components. For example, controlling access to interfaces may
use similar means (e.g., passwords) for an loT device and its backend,
but the loT device may have local interfaces whereas the backend may
have remotely accessible interfaces. Finally, some product cybersecurity
capabilities may be supported entirely differently by different loT
product components. For example, software updates will be managed
on the loT device through potentially automated systems and the
customer; however backend software updates will be managed by the
administrator of the backend.

Finally, product non-technical supporting capabilities are procedural means implemented and
provided by loT product manufacturers or other supporting entities that help support
cybersecurity. For example, vulnerability reporting and disclosure capabilities implemented by
the manufacturer through primarily procedural means would support product cybersecurity.

2.3. Entities in an loT Product Ecosystem

All technology, including loT products, is created for practical purposes, namely to help entities
achieve their goals and needs. Entities are individuals or organizations, and with respect to loT
products, there are several entities to consider. Manufacturers, sometimes referred to as
developers, are entities who create loT products from hardware and software. Customers are
entities who use loT products. Other entities include, but are not limited to:

Suppliers — These entities sell or otherwise provide resources, hardware, software, etc.

to other entities. For example, big box stores, online retailers, small electronic boutique
stores are suppliers of home loT products. Sometimes, manufacturers may be suppliers
as well if they directly sell to other entities.

Installer — These entities deploy hardware, software, etc. into their operational
environments. For example, building management and security systems may be
deployed by professional technicians who select and deploy 10T and other products
throughout a building. Installers may be performing these actions on their own behalf or
as a service for others.

Maintainer — These entities maintain the hardware and software in the loT product. For
software this would include taking information about newly discovered vulnerabilities
and providing software updates or other recommendations to maintain the
cybersecurity of the product. For hardware, this would include maintaining the physical
integrity of the device including replacing any failing elements.
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2.4. The Role of the Manufacturer in Cybersecurity

The pre-market phase of an loT product’s life encompasses what the manufacturer does before
the product is marketed and sold to customers. Any actions the manufacturer takes for an loT
product after it is sold, such as addressing vulnerabilities, delivering updated or new
capabilities, or providing cybersecurity information to customers, are considered part of the
post-market phase. Manufacturers are generally best able to identify and incorporate plans for
the product cybersecurity capabilities their product will have early in the pre-market phase.

Manufacturers should consider cybersecurity, including selecting product cybersecurity
capabilities, as early in the pre-market phase as possible. Delaying decisions about product
cybersecurity capabilities to later in the pre-market phase can create difficulty since making
design or implementation changes is usually more complicated, costly, and potentially delay the
product launch. Once a product is on the market, many cybersecurity changes may no longer be
viable because of hardware constraints, and those that are viable may be much more difficult
than if they had been done pre-market. Manufacturers may still have a role in the securability
of their loT products during the post-market phase by providing or ensuring other supporting
entities provide non-technical supporting capabilities.

Sections 3 and 4 of this publication describe cybersecurity activities and related planning that
manufacturers should consider performing when developing and supporting their loT products.
Section 3 covers activities that primarily impact the pre-market phase, while Section 4 discusses
activities that primarily impact the post-market phase. The activities in Sections 3 and 4 focus
on key cybersecurity activities and represent a subset of what manufacturers may need to do
during their product development process and are not intended to be comprehensive. For
example, manufacturers will also find it easier to design and produce securable loT products if
they ensure their workforce has the necessary skills to perform the activities.

Activities Highlighted that Impact the Activities Highlighted that Impact the
Pre-Market Phase Post-Market Phase

Identify
expected
customers
and users
and define
expected
use cases

Research Determine Plan for Market
customer how to adequate Ready
cyber- address support of Product

Support Define & plan | Decide what &
product approaches to how to
cybersecurity communicate communicate

through end- with with
of-life customers customers

security customer customer
needs and needs and needs and
goals goals goals

Fig. 3. Activities Discussed in this Publication Grouped by Phase Impacted

Fig. 3 shows the foundational cybersecurity activities covered in this publication, arranged by
the phase in which the output of the activities will primarily impact to increase product
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securability. As indicated in the figure, activities highlighted for each phase build on each other
within that phase such that each pre-market activity will build on the outcomes of prior
activities. While the activities recommended for the post-market phase may use artifacts and
outcomes from pre-market activities, they may also draw on other information sources. The
moment at which a product is considered to have “gone to market” will vary by use case,
manufacturer, and circumstance, but is defined as when the loT device associated with the loT
product is no longer under the control of the manufacturer (i.e., when it has been released to
an intermediary, such as a retailer, or to end-customers). Activities primarily impacting the
post-market phase, though intended to help the securability of IoT products after or as they are
sold (e.g., by helping inform customers how a device can help meet their cybersecurity needs
and goals, which may or may not include risk mitigation goals), should be planned for during
the pre-market phase.

2.5. loT Product Customer Cybersecurity Needs and Goals

Improving the securability of an loT product means helping customers meet their cybersecurity
needs and goals. All customers will have cybersecurity needs and goals, but the specific
cybersecurity needs and goals for a customer of a specific loT product will be dependent on the
threats faced by the product and risks potentially associated with the product. The needs and
goals will also be framed and informed by the customer’s knowledge, expectations, etc.
Addressing cybersecurity needs and goals should be risk-based. Even customers without formal
risk mitigation goals, such as home consumers, will care about cybersecurity threats and often
have informal and indirect cybersecurity goals. At the least, customers will want their loT
products to provide desired functionality as expected (e.g., automatically), which is dependent
on addressing threats the product faces that could impact functionality.

Risk-based cybersecurity guidelines intended to be used by customers can provide insights into
cybersecurity needs and goals for customers. Based on an analysis of existing NIST publications
such as SP 800-53 [5] and the Cybersecurity Framework [8] and the characteristics of loT
devices, NIST IR 8228 [9] presents common enterprise risk mitigation areas (e.g., access
management, data protection, vulnerability management), and thus common cybersecurity
needs and goals for loT products:

e Asset Management: Maintain a current, accurate inventory of all loT products and their
relevant characteristics throughout the products’ lifecycles? in order to use that
information for cybersecurity risk management purposes. Being able to distinguish each
loT product deployment from all others is needed for the other common risk mitigation
areas, such as vulnerability management, access management, data protection, and
incident detection.

¢ Vulnerability Management: Identify and mitigate known vulnerabilities in the software
of loT devices and other loT product components throughout the loT products’ lifecycles

2 10T product lifecycles can differ. Some software components may no longer be maintained or supported creating an end-of-life for the loT
product as a connected product while the mechanical components of the product may continue to be functional. (For example, a smart
refrigerator may continue to keep the contents cold even if the smart features are no longer maintained or no longer function.)
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in order to reduce the likelihood and ease of exploitation and compromise.
Vulnerabilities can be eliminated by installing updates (e.g., patches) and changing
configuration settings. Updates can also correct loT product operational problems,
which can improve availability, reliability, performance, and other aspects of product
operation. Customers often want to alter configuration settings for a variety of reasons,
including improving or customizing cybersecurity, interoperability, privacy, and usability
features. Criticality is important to consider with respect to vulnerabilities since critical
vulnerabilities may necessitate a temporary mitigation for customers while an update is
developed.

e Access Management: Prevent unauthorized and improper physical and logical access to,
usage of, and administration of loT products throughout their lifecycles by people,
processes, and other computing devices. Limiting access to interfaces reduces the attack
surface of the product, giving attackers fewer opportunities to compromise it. For the
loT device component of the product, this includes physical interfaces.

e Data Protection: Prevent access to and tampering with data at rest or in transit that
might expose sensitive information or allow manipulation or disruption of 1oT product
operations throughout the lifecycle including at disposal.

¢ Incident Detection: Monitor and analyze loT product activity for signs of incidents
involving data security across loT products’ components and throughout the products’
lifecycles. These signs can also be useful in investigating compromises and
troubleshooting certain operational problems.

Manufacturers of l1oT products can help address these areas and other cybersecurity needs and
goals by incorporating corresponding product cybersecurity capabilities into their loT products.
In turn, customers should have fewer challenges in securing those products since loT product
cybersecurity capabilities will better align with customer expectations. Many of these risk
mitigation areas can only be addressed effectively, and most are addressed more efficiently, by
manufacturers building product cybersecurity capabilities into products instead of customers
providing them through the installed environments. Many customers do not have the resources
or expertise to mitigate risks absent the manufacturer building comprehensive product
cybersecurity capabilities into their products.

Sections 3 and 4 of NISTIR 8228 [9] discuss additional cybersecurity-related considerations that
manufacturers should be mindful of when identifying the product cybersecurity capabilities
that loT products should provide. Also, Tables 1 and 2 in Section 4 of NISTIR 8228 list common
shortcomings in loT cybersecurity and explain how they can negatively impact customers. The
discussion in NISTIR 8228 provides the rationale for each capability in the core baselines
defined in the companion publications, NISTIR 8259A, loT Device Cybersecurity Core Baseline
[10] and NISTIR 82598, IoT Non-Technical Supporting Capability Core Baseline. [11]

10
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For many loT products, additional types of risks, such as privacy,® safety,
reliability, or resiliency, need to be managed simultaneously with
cybersecurity risks because addressing one type of risk can have
impacts on others. A common example is ensuring that when a product
fails, it does so in a safe manner. Only cybersecurity risks are discussed
in this publication. Readers who are interested in better understanding
other types of risks and their relationship to cybersecurity may benefit
from reading NIST SP 800-82 Revision 2, Guide to Industrial Control
Systems (ICS) Security [12] and NIST SP 1500-201, Framework for Cyber-
Physical Systems: Volume 1, Overview, Version 1.0 from the Cyber-
Physical Systems Public Working Group. [13]

3 While the device cybersecurity capability core baseline includes product cybersecurity capabilities that also support privacy, such as protecting
the confidentiality of data, it does not include non-cybersecurity related capabilities that support privacy.

11
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3. Manufacturer Activities Impacting the loT Product Pre-Market Phase

Manufacturers should consider performing the foundational cybersecurity activities described
in this section to improve the securability of loT products for customers (e.g., increase the
range or efficacy of customer-expected product cybersecurity capabilities offered in loT
products). The activities should be integrated with a manufacturer’s other pre-market activities,
and they will primarily impact those other pre-market activities. Many of these activities are
likely already taking place and will just need extension to explicitly consider cybersecurity. For
example, identifying expected customers and use cases is necessary for determining the
operational features and functions of a product and how to market the product. This activity is
also foundational to determining the cybersecurity risk that needs mitigation. Effort should not
be duplicated: artifacts from all pre-market activities can inform cybersecurity-specific actions
at any stage. The more integrated these suggested activities are with other pre-market
activities, the better cybersecurity is likely to be planned for and implemented in loT products.

3.1. Activity 1: Identify Expected Customers and Define Expected Use Cases

Identifying the expected customers for an loT product early in its design is vital for determining
which product cybersecurity capabilities the product should implement and how it should
implement them. For example, a large company might need an loT product to integrate with its
log management servers, but a typical home customer would not. Manufacturers can answer
questions like the following:

1. Who are the expected customers for this product? (e.g., musicians, small business
owners, cyclists, police officers, chefs, home builders, preschoolers, electrical engineers,
seniors, students)

2. What types of organizations are expected customers for this product? (e.g., individual
home users, small retail businesses, large hospitals, energy companies with solar farms,
educational institutions with buses)

Customers are the individuals or organizations who purchase and
deploy an loT product and will commonly act as administrators of the
product for cybersecurity purposes, making use of product
cybersecurity capabilities to help achieve their needs and goals. In
addition to customers, some loT products may have other users who did
not purchase the equipment, but nonetheless interact with the device
or other loT product components and may have cybersecurity needs
and goals as well. Most customers are also users of the loT products
they purchase, but not all loT products have users in addition to the
customer. The rest of this publication will refer to customers since every
loT product has a customer, but as discussed next, manufacturers
should consider how a product may be used, including whether there
may be users of the loT product other than the customer.

12
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Another early step in loT product design is defining expected use cases for the product based
on the expected customers. To help define a use case, manufacturers can answer the following
guestions, based on how they anticipate the product will be reasonably deployed and used:

1. How will the product be used? (e.g., for a single purpose or for multiple purposes;
embedded within another loT product or not embedded, single user or customer or
multiple users; private or commercial use)

2. Where geographically will the product be used? (e.g., countries, jurisdictions within
countries)

3. What physical environments will the product be used in? (e.g., inside or outside;
stationary or moving; public or private; movable or immovable; extreme or specific
physical and weather conditions)

4. What digital environments will the product be used in? (e.g., unmanaged Wi-Fi
networks; managed enterprise or industrial networks)

5. How long is the product expected to be used? (e.g., a few hours; several years; two
decades)

6. What loT product components besides the loT device will the product rely on to
function? (e.g., a backend; companion application; or specialty networking/gateway
hardware)

7. What external dependencies on other systems will the product likely have? (e.g.,
requires use of a particular third-party loT hub or can integrate with third-party
management applications)

8. How might attackers misuse or compromise the product in the expected physical and
digital environments? (i.e., potential pairings of threats and vulnerabilities, such asin a
threat model including consideration of network connections that may provide a path to
the internet that can be used as a vector of attack against other networks or devices)

9. What kinds of data will the product create from its sensors or need to actuate on the
environment? (e.g., will create video from a camera, will need location data for weather
to adjust thermostat)

10. What other aspects of product use might be relevant to the product’s cybersecurity
risks? (e.g., operational characteristics of the loT device component that may have
safety, privacy, or other implications for users)

3.2. Activity 2: Research Customer Cybersecurity Needs and Goals

Though a specific customer’s cybersecurity needs and goals will be defined by a number of
factors, cybersecurity needs and goals will be primarily driven by the cybersecurity risks they
face. Manufacturers cannot completely understand all of their customers’ risks because every
customer, system, and loT product faces unique risks based on many factors. However,
manufacturers can consider the expected use cases for their loT products, then make their loT
products at least minimally securable for these expected customers and use cases. Minimally

13
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securable means the loT product has the product cybersecurity capabilities customers will likely
need to mitigate some common cybersecurity risks, thus helping to at least partially achieve
their goals and fulfill their needs. Customers also have a role in securing their loT products and
the systems that incorporate them, including following manufacturer set up instructions and
using additional technical, physical, and procedural means (e.g., the use of a network firewall).
The degree to which a customer may have a role will vary, but for most customers and use
cases, product cybersecurity capabilities built into loT products generally make risk mitigation
easier and more effective for customers.

Customers will use means to achieve their needs and goals. Means is
defined as “an agent, tool, device, measure, plan, or policy for
accomplishing or furthering a purpose.” [14] This publication refers to
technical or non-technical means for cybersecurity purposes, whether
performed by an loT product itself or elsewhere. The terms introduced
in Section 1, product cybersecurity capabilities and device cybersecurity
capabilities, refer to technical means being performed by an loT
product or device itself. In addition to these technical means, there may
also be additional technical and non-technical means performed or
services offered by the manufacturer that customers will rely on to plan
for and maintain the cybersecurity of the product within their systems
and environments.

As Fig. 4 demonstrates, the cybersecurity connections between manufacturers and customers
are important to keep in mind. Customers who buy and use loT products are intending to
connect those products to systems and networks, including the internet. As customers adopt
these products, they will seek to secure them in order to meet their needs and goals which may
or may not be articulated by the customer directly. loT products that provide the product
cybersecurity capabilities customers need or expect will be easier for customers to secure.
Manufacturers can anticipate many customer cybersecurity goals, especially those based on
existing cybersecurity guidelines and requirements—for example, customers in a particular
sector may be required by regulations to change all default passwords.

14
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Needs and Goals
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loT Product Customers

loT Product Manufacturers loT Products

Fig. 4. Cybersecurity Connections Between 10T Product Manufacturers and Customers

Cybersecurity risks for loT products can be thought of in terms of two high-level risk
mitigations. The first is safeguarding the cybersecurity of the product itself—to prevent the
product from negatively impacting the customer or others through misuse or failing to provide
expected functionality. The second is safeguarding the confidentiality, integrity, and availability
of data (including personal information) collected by, stored on, processed by, or transmitted to
or from the loT product.

To gather information on customer needs and goals related to safeguarding the cybersecurity
of the product and its data confidentiality, integrity, and availability, manufacturers can answer
the following questions for each of the expected use cases:

1. How will the loT product interact with the physical world? Some loT products affect
the physical world, either directly through actuation or indirectly through measurement.
In some cases operational requirements for performance, reliability, availability,
resilience, and safety may be at odds with common cybersecurity practices. For
example, many safety-critical products must continue to provide some or all
functionality in the event of a cybersecurity incident, network issue, or other adverse
condition.

2. How will the loT product need to be accessed, managed, and monitored by authorized
people, processes, and other devices and products? Considerations include:

e The methods likely to be used by customers to manage the product are important.
An loT product could support integration with common enterprise systems (e.g.,
asset management, vulnerability management, log management) to give customers
with these systems greater control over and visibility into the product. For an loT
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580 product expected to be used in home environments only, this capability would not
581 be relevant; instead customers would expect a user-friendly way to manage their
582 products, or even want the manufacturer to perform all management on their
583 behalf (e.g., install patches automatically). loT products used by a small business
584 might also be managed by a third party on behalf of the business.
585 e Making a product highly configurable is generally more desirable in organizational
586 environments and less so in home customer settings. A home customer is less likely
587 to understand the significance of granular cybersecurity configuration settings and
588 thus may misconfigure a product, weakening its security and increasing the
589 likelihood of a compromise. Some home customers are also unlikely to want to
590 change configuration settings after initial deployment. However, some configuration
591 settings, such as enabling or disabling clock synchronization services for the product
592 and choosing a time server to use for clock synchronization, may be desired by many
593 customers, including industrial, enterprise, and home customers. Product
594 configuration might be entirely omitted in the rare cases where the product does
595 not need to be provisioned or customized in any way during or after deployment.
596 e How accessible the product is, either logically or physically. An loT food vending
597 machine in a public place, which is internet connected so suppliers can track
598 inventory and machine status, is highly accessible. Vending machine users would not
599 be required to authenticate themselves in order to insert money and purchase a
600 snack. The owner of the vending machine, though, may have a method to
601 authenticate and authorize themselves to change the prices for each item. However,
602 the vending machine would also be highly susceptible to physical attack, so any
603 authentication interface and physical ports that can be used by other digital
604 technology (e.g., USB, ethernet) should not be publicly accessible.
605 e Whether the |oT device or other |oT product components should have an open
606 application programming interface (API) to support third-party integration, support,
607 or development. Access to an APl should be carefully considered and managed as a
608 logical interface, since it can offer significant access and functionality to authorized
609 entities.
610 e Allowing customers to disable product cybersecurity capabilities that may negatively
611 impact operations. An example is a capability intended to deter brute force
612 password attacks, such as locking out an account after too many failed
613 authentication attempts. Such a capability can inadvertently cause a denial of
614 service for the person or other computing device attempting to authenticate. In
615 safety-critical environments such as healthcare delivery, such disruptions to access
616 may not be acceptable because of the danger they would pose to human safety.
617 Customers may need flexibility in configuring such features or disabling them
618 altogether.
619 e Expectations about product lifespan and how that may impact feasibility of product
620 cybersecurity capabilities through the expected lifespan of the product. Some
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621 product cybersecurity capabilities, such as software updates, will require ongoing
622 development and effort to provide the intended cybersecurity benefits, and so
623 manufacturers need to consider how long they can realistically support such a
624 capability. Additionally, some loT products may have non-IT based features that can
625 outlive the anticipated cybersecurity or functionality lifespan for IT components of
626 the product, which can complicate cybersecurity later in the lifecycle of the product.
627 3. What are the known cybersecurity requirements for the loT product? Manufacturers
628 can identify known requirements in their use cases, such as sector-specific cybersecurity
629 regulations, country-specific laws, contractual obligations, or customer expectations and
630 conventions so they can be mindful of those requirements during product cybersecurity
631 capability identification. For example, some customers may have mandates to use multi-
632 factor authentication or zero-trust authentication for all devices.
633 4. How might the loT product’s use of product cybersecurity capabilities be interfered
634 with by the loT product’s operational or environmental characteristics? For example,
635 some loT products, such as connected medical equipment, may provide critical non-IT-
636 based functionality to customers, so customers may need the loT product’s device
637 functions to continue operating even during a degraded cybersecurity state or when IT-
638 related functionality (e.g., an internet connection) is unavailable.
639 5. What will be the nature of the loT product’s data? There is a great deal of variability in
640 data stored by loT devices and other loT product components; some devices do not
641 store any data, while others store data that could cause significant harm if accessed or
642 modified by unauthorized entities. Conversely, most backends store significant loT
643 product data, but some merely pass data to other loT product components.
644 Understanding the expected data on all loT product components for the anticipated use
645 cases can help manufacturers identify which product cybersecurity capabilities (e.g.,
646 data encryption, device and user authentication, data validation, access control,
647 backup/restore) may be needed to protect data.
648 6. What degree of trust in the loT product may customers need? Customers may expect
649 certain cybersecurity capabilities and implementations of those capabilities that provide
650 specific assurances about the cybersecurity of the product and data. For example, in
651 some contexts, additional trust that data is protected could be achieved by adding
652 protection of data in use within the device. This would go beyond the usual goals of data
653 protection (e.g., protecting data at rest and in transit).
654 7. What complexities will be introduced by the 10T product interacting with other
655 devices, systems, and environments? For example, complexity can be driven by new
656 uses of loT and loT products; new combinations of those products with each other and
657 conventional IT; and increasing interconnections among devices and systems. These
658 complexities could mean new functionality, which may have human-safety or privacy
659 implications, that will be connected via networking technologies to systems that do not
660 appropriately mitigate these risks. An loT product that can stream images from inside
661 the home (e.g., a smart baby monitor) or that can alter the environment to the point of
662 danger (e.g., a smart oven), might require safeguards not usually considered for
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conventional IT. l1oT can also introduce complexities related to scale of deployment,
which could make ongoing management and support of products difficult.

By answering these questions, manufacturers can identify for each of the anticipated use cases
the reasonable threats to the loT product, how the loT product may be vulnerable to the
threats, and what could be the resulting risks to customers and operational environments.
Manufacturers may not be able to conduct a complete assessment of risk since many elements
of the operating environment may be unknown. However, manufacturers can perform an initial
assessment of risk for the expected use cases using documented assumptions that will guide
the identification of product cybersecurity capabilities.

An initial risk assessment is distinct from a risk assessment in that an
initial risk assessment is performed without full knowledge of
deployment environment and cybersecurity expectations. Like with all
risk assessments, performance of an initial risk assessment requires
understanding of threats, vulnerabilities, etc., but focuses on the
threats, vulnerabilities, etc. that can be assumed and expected based on
the loT product’s design, components, etc., as well as characteristics
ascertainable about the customer, such as their cybersecurity
expectations. Sources of information that can be helpful in performing
an initial risk assessment include, but are not limited to guidelines from
NIST or other organizations, national and international voluntary
consensus standards, national and international regulations, and
industry best practices.

As Fig. 5 conceptually depicts, l1oT product manufacturers can use a variety of sources to gather
the information they need to answer these questions and others. In some instances, expected
customers and use cases will point to existing laws, regulations, or voluntary cybersecurity or
operational guidelines. For example, 10T products intended to be used by the federal
government would be secured using controls derived from system cybersecurity guidance that
is required for federal agencies (e.g., NIST SP 800-53 [5], Cybersecurity Framework [8], NIST SPs
800-213 [15] and 800-213A [16]), which in some cases identifies or implies specific product
cybersecurity capabilities that an agency would need to support controls used in their system.
For some use cases, guidance may go beyond cybersecurity risks but will still have direct or
indirect implications for cybersecurity, such as devices in the medical sector needing to comply
with Food and Drug Administration (FDA) regulations and the Health Insurance Portability and
Accountability Act (HIPAA). It is possible that in order to meet FDA recommendations and
HIPAA requirements, an loT product may need strict data confidentiality, integrity, and/or
availability protections well beyond what is included in an average loT product. By
understanding these regulations in the context of the expected use case, manufacturers can
determine how to best support their customers’ needs and goals. Many industrial sectors will
also have consensus and/or voluntary guidelines (e.g., frameworks, baselines, and best
practices) that should be followed by their stakeholders.
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Fig. 5. Customer Cybersecurity Needs and Goals Reflected in and Informed by Many Applicable Regulations and
Other Documents

For some customers or sectors, such explicit documents may not be readily available or usable
(e.g., due to high variability in needs and goals for customers within a sector). For products
intended to be used by these customers, ascertaining their needs and goals may require use of
other forms of information, such as gathering information directly from customers or
conducting secondary research.

3.3. Activity 3: Determine How to Address Customer Needs and Goals

After researching the cybersecurity needs and goals for the loT product’s expected customers
and use cases, manufacturers can determine how to address those needs and goals in order to
help customers mitigate cybersecurity risks. For each cybersecurity need or goal, the
manufacturer can answer this question: which one or more of the following is a suitable
means (or combination of means) to achieve the need or goal?

1. The loT device can provide the technical means through its device cybersecurity
capabilities (for example, by using device cybersecurity capabilities built into the
device’s operating system).

2. Another loT product component can provide the technical means on behalf of the loT
device. This may include other systems and services that may or may not be acting on
behalf of the manufacturer providing the technical means (e.g., a cloud-based service
that securely stores data for each loT product, internet service providers and other
infrastructure providers).
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3. In addition to and in support of technical means, non-technical means (e.g.,
communication of lifespan and support expectations, disclosure of flaw remediation
plans) can also be provided by manufacturers or other organizations (i.e., supporting
entities) and services acting on behalf of the manufacturer.

4. The customer can select and implement other technical and non-technical means for
mitigating cybersecurity risks. The customer can also choose to respond to cybersecurity
risks in other ways, including accepting or transferring the risk. For example, an loT
product may be intended for use in a customer facility with stringent physical security
controls in place and thus may not support multi-factor authentication for access
control to the loT device component.

Note that there is not necessarily a one-to-one correspondence between needs or goals and
means; for example, it may take multiple technical means to achieve a goal, and a single
technical means may help address multiple goals. Additionally, not all needs and goals can or
need to be addressed using only technical means, and some technical means themselves may
require additional non-technical means for initial and on-going securability (e.g., knowledge of
which product cybersecurity capabilities are available, ability to gather and apply software
updates). As noted in the list, some means may be selected and implemented by the customer,
which will be outside the scope of a manufacturer’s control, but, as part of this activity, loT
product manufacturers must identify which means should be implemented as product
cybersecurity capabilities (i.e., items 1-3 in the list above). Fig. 6 illustrates how means build up
around an loT device to support product cybersecurity capabilities

Product Cybersecurity Capabilities

v — Technical Means

v — from other loT Product
N —

v — Components

Technical Means
from loT Device

i

®
dah

Non-Technical Means from
Supporting Entities

Fig. 6. Technical and non-technical means that can support cybersecurity of 10T products provided as product
cybersecurity capabilities.
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In addition to identifying suitable means for addressing each cybersecurity need and goal,
manufacturers can also answer this question related to the technical means provided through
their l1oT product: how robustly must each technical means related to product cybersecurity
capabilities be implemented in order to achieve the cybersecurity need or goal? Robustness
of technical means refers to the overall strength of the means’ implementations and is related
to the trust a customer may expect to have in their loT product. If a product is expected to be
more trusted by customers, particularly to remain in a secure state and stay outside the control
or access of unauthorized entities, then it is likely that technical means implemented in that
product will have to be more robust. Robust product cybersecurity capabilities will consider not
only appropriate security means for the situation, but also how resilient those means are to
interference, manipulation, and direct attack, how reliably they operate, how usable they are,
etc.

Here are some examples of potential robustness considerations:

e Whether the means needs to be implemented in hardware and/or software (e.g., a
cryptographic hardware component paired with software to use the hardware’s
functionality)

e Which data needs to be protected, what types of protection each instance of data needs
(i.e., confidentiality, integrity, availability), and how strong that protection needs to be

e How strongly a human or an entity’s identity needs to be authenticated (e.g., PIN,
password, passphrase, two-factor authentication, passkey) before being granted access
to a system, or another device, process, or service

e Whether data received by or inputted into any product component needs to be
validated (e.g., to confirm the legitimacy of an update, to restrict the ability of
malformed data to bypass access controls)

e How readily software updates can be reverted if a problem occurs (e.g., a rollback
capability to a secure state, an anti-rollback capability for specific types of security
updates)

Ultimately, manufacturers can aggregate the technical means identified for all the needs and
goals to decide the product cybersecurity capabilities expected customers will need. Not all
technical means identified for needs and goals will be part of a product cybersecurity capability,
but some will, and the rest may need support and lack of interference from product
cybersecurity capabilities. To determine which technical means may need to be part of product
cybersecurity capabilities, manufacturers can answer the following question: which technical
means will be provided by the loT device itself, other loT product components, other systems
and services acting on behalf of the manufacturer, and the customer’s other cybersecurity
controls?

Product cybersecurity capabilities that are implemented by technical means in an loT device
specifically (i.e., implemented by the loT device’s hardware and software) are called device
cybersecurity capabilities. Identifying any device cybersecurity capabilities that the device itself
needs to provide should happen as early as feasible in the product design processes so the
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capabilities can be considered when selecting or designing loT product hardware and software.
To provide manufacturers a starting point in identifying the necessary device cybersecurity
capabilities for their IoT devices, a companion publication, NISTIR 8259A, /oT Device
Cybersecurity Capability Core Baseline defines a device cybersecurity capability core baseline,*
which is a set of device capabilities generally needed to support common cybersecurity controls
that protect the customer’s devices and device data, systems, and ecosystems. The device
cybersecurity capability core baseline has been derived from common cybersecurity risk
management approaches. The core baseline is just one set of product cybersecurity capabilities
that may be needed in an loT product, and manufacturers should consult other sources to
identify appropriate product cybersecurity capabilities for expected customers and use cases.

Other loT product components, as well as other systems and services acting on behalf of the
manufacturer, will likely need to contribute to product cybersecurity capabilities. The technical
means by which loT product components and other systems and services will contribute to
product cybersecurity capabilities will vary, and who implements and manages those means
may also vary. Consider an loT product comprised of an loT device and a backend. Some
product cybersecurity capabilities (e.g., data protection) would likely be implemented similarly
by the loT device and backend, but not always exactly the same. Protecting data at rest on the
loT device or on the backend would use similar methods, likely utilizing encryption modules. On
the other hand, protecting the data stored on each component when “resetting” the product
may be implemented differently: while all data would likely be deleted from the loT device, the
data may be preserved on the backend for the customer to access as an archive.

To identify how each loT product component should support product cybersecurity capabilities,
manufacturers can follow a process of linking cybersecurity mitigations, needs, and goals with
specific loT product components and the product cybersecurity capabilities they support. This
process was used to define the device cybersecurity capability core baseline in NISTIR 8259A.
High-level cybersecurity mitigations, needs, and goals common across many customers were
identified to determine the common device cybersecurity capabilities needed by many of these
customers from the loT device component of loT products.

Additional baselines of loT product cybersecurity capabilities may exist from NIST or other
organizations, some of which may be designed to address the needs of particular customer
groups, industrial sectors, use cases, etc. For example, NIST has published Profile of the IoT Core
Baseline for Consumer loT Products, NISTIR 8425 [17] and IoT Device Cybersecurity Guidance for
the Federal Government: loT Device Cybersecurity Requirement Catalog, SP 800-213A [16].
These resources can help manufacturers identify necessary product and device cybersecurity
capabilities for the context in which their loT device will be used.

Since product cybersecurity capabilities will be shaped by the context of the customer and use
case, different loT products will need different sets of product cybersecurity capabilities.

4 The usage of the term “baseline” in this publication should not be confused with the low-, moderate-, and high-impact system control
baselines set forth in NIST Special Publication (SP) 800-53, Security and Privacy Controls for Federal Information Systems and Organizations [5]
to help federal agencies meet their obligations under the Federal Information Security Modernization Act (FISMA) and other federal policies.
In that context, the low-, moderate-, and high-impact control baselines apply to an information system, which may include multiple
components, including devices. In this publication, “baseline” is used in the generic sense to refer to a set of foundational requirements or
recommendations that would apply to individual loT devices intended to be used as components within systems.
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Though useful as a starting point, the high level of the device cybersecurity capability core
baseline means that it will need to be profiled for specific loT products based on the needs and
goals of the expected use case. Product cybersecurity capabilities drawn from the core baseline
or other high-level sources can be profiled and built upon in a variety of ways. New or more
complex capabilities may be required in a product. High-level product cybersecurity capabilities
can be expanded and adapted in ways that better align with what specific customers need or
prefer (e.g., product cybersecurity capabilities adapted for the federal government [16]).

3.4. Activity 4: Plan for Adequate Support of Customer Needs and Goals

It is important for manufacturers to consider how to support customers’ needs and goals
beyond the selection of specific product cybersecurity capabilities and their implementations.
Manufacturers should also consider how to provision computing resources to support product
cybersecurity capabilities and what actions may be needed to support cybersecurity needs and
goals.

First, manufacturers can help make their loT products more securable by appropriately
provisioning the products’ loT device hardware resources (e.g., processing, memory, storage,
network technology, power) and software resources. For example, software-based encryption
is processing-intensive, and a device with limited processing and no hardware-based encryption
might not be able to provide what customers need. Another example is that some devices
cannot support the use of an operating system or Internet Protocol (IP) networks.

When designing or selecting device hardware and software resources, manufacturers can
answer the following questions for the expected customers and use cases to help identify
provisioning needs and potential issues:

1. Considering expected terms of support and lifespan, what potential future use needs
to be taken into account? For example, if a product has a 10-year lifespan, it may be
necessary to update the encryption algorithm or key length the product uses during that
time, and the new algorithm or key length may require more processing resources than
is currently provided. Consider how the product can support cybersecurity needs and
goals for the product’s lifespan, including “future proofing” of the product cybersecurity
capabilities and their implementations. As an loT product moves deeper into its lifespan,
the ability for customers to determine the support status for products is important to
making products securable.

2. Should an established loT platform be used instead of acquiring and integrating
individual hardware and software components? An /oT platform is a piece of hardware
or supporting software upon which a new loT product can be created. loT platforms
may have some loT product components or capabilities already installed and configured
for a manufacturer’s use. An loT platform might also offer various configuration
capabilities, third-party services or applications, or a software development kit (SDK).
Manufacturers can choose a sufficiently resourced and adequately secure loT platform
to reduce some or all of the cybersecurity risks associated with designing hardware,
installing and configuring an operating system, creating new cloud-based services,
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writing loT product component applications and mobile apps from scratch, and
performing other tasks that are error-prone.

3. Should any of the product’s, especially the device’s, cybersecurity capabilities be
hardware-based? An example is having a hardware root of trust that provides trusted
storage for cryptographic keys and enables performing a secure boot and confirming the
loT product and device authenticity. Further, manufacturers should consider whether
those hardware-based capabilities will be updatable. For example, in some cases,
customers will need an immutable hardware root of trust and never want updates or
changes to that functionality, but such limitations could be detrimental to ongoing
securability for other customers.

4. Does the hardware or software (including the operating system) include unneeded
product capabilities with cybersecurity implications? If so, can they be disabled to
prevent misuse and exploitation? For example, an loT device may have local interfaces
on its external housing that are essential for some current, or future expected, use
cases. But if the device may be deployed in public areas, those interfaces would be
exposed to possible attack. Possible approaches to this issue include offering a tamper-
resistant enclosure to prevent physical access to the interfaces or providing a
configuration option that logically disables the interfaces.

Beyond the loT device hardware and software resources, manufacturers can improve
securability of 10T products by appropriately implementing product cybersecurity capabilities
across all loT product components. For example, data stored in backends, companion
applications, or specialty networking/gateway hardware should be protected using the same or
similar means as in the loT device. When designing or selecting hardware and software
resources for loT product components other than loT devices, manufacturers can answer the
following questions for the expected customers and use cases to help identify provisioning
needs and potential issues:

1. Which product cybersecurity capabilities are relevant to each loT product component?
Manufacturers often design loT products leveraging multiple 10T product components in
ways that allow each component developer to specialize in actions for which they are
best suited. For example, backends generally have near limitless storage and substantial
processing capabilities, whereas companion applications have the benefit of access to
the customer and mature, standardized interface capabilities. How an loT product
component fits into the loT product’s operations can impact the threats and risks that
particular loT product component faces and how those risks might be mitigated.

2. How can each relevant product cybersecurity capability be appropriately implemented
for each loT product component? For example, a backend is generally inaccessible to
customers; customer-facing product cybersecurity capabilities (e.g., asset identification
for use by the customer) may be irrelevant. Other product cybersecurity capabilities
(e.g., software update capabilities for companion applications) may be supported
differently, taking advantage of update capabilities provided by the operating system or
other platform they run on. Still other product cybersecurity capabilities (e.g.,
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protection of data at rest and in transit) may be implemented similarly across all loT
product components.

3. How can cybersecurity be supported within the loT product boundary? It is important
to consider that an loT product comprised of multiple IoT product components is a
system, and cybersecurity protections within the boundary of the loT product can utilize
system cybersecurity techniques even if their customers do not expect them or use
them. For example, cybersecurity within the loT product boundary could be supported
by implementation of a Zero-Trust Architecture.

4. How much control and cybersecurity responsibility will the customers, manufacturer,
or other entities have over each loT product component? Cybersecurity in the context
of loT products will require some amount of coordination between manufacturers and
customers and may involve other entities (e.g., installers, integrators). Manufacturers
should consider how the loT product can best support each of these entities
throughout the product’s lifecycle. This support will vary depending on how much
control each entity has over cybersecurity and how much cybersecurity responsibility
each entity has. Refer to Sections 3.1 and 3.2 of this document for a discussion of these
considerations.

5. How can necessary cybersecurity support be coordinated for all IoT product
components, potentially across multiple entities? Coordination between entities can
take many forms. Expected technical product cybersecurity capabilities being present in
equipment affords securability and allows entities to use the product securely.
Sometimes coordination requires non-technical interactions, particularly if visibility into
technology or organizations is limited. For example, backends can be hosted by third-
parties that the manufacturer does not have insight into, necessitating the setting and
enforcement of cybersecurity expectations through means such as business-to-business
dialogue and contracts. For loT products generally, there will be required interactions
between manufacturers and customers. For example, since a manufacturer cannot
anticipate all potential customers and users, they may rely on non-technical means such
as disclaimers and warning messages to communicate key cybersecurity considerations
in a way accessible to as many potential customers and users as possible. Even for
customers and users that the manufacturer can anticipate, the complexities of
deployment, installation, and use of 10T products may require non-technical
cybersecurity support such as detailed lists of answers to frequently asked questions or
text and video tutorials guiding customers and users in securely using the loT product.

Manufacturers should consider which secure development practices® and other non-technical
supporting capabilities are most appropriate in planning how to adequately support customer
needs and goals. Manufacturers can answer questions like the following based on expected

% loT manufacturers interested in more information on secure software development practices can consult the NIST white paper Mitigating the
Risk of Software Vulnerabilities by Adopting a Secure Software Development Framework (SSDF) [18], which highlights selected practices for
secure software development. Each of these practices is widely recommended by existing secure software development publications, and the
white paper provides references from nearly 20 of these publications.
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customers and use cases to help identify additional secure development practices to adopt in
order to improve loT product cybersecurity:

1.

How is loT product code protected from unauthorized access and tampering? (e.g.,
well-secured code repository, version control features, code signing)

How can customers verify hardware or software integrity for the loT device or other
loT product components? (e.g., hardware root of trust, code signature validation,
cryptographic hash comparison)

What verification is done to confirm that the security of third-party software used
within the loT product meets the customers’ needs? (e.g., check for known
vulnerabilities that are not yet fixed, review or analyze human-readable code, test
executable code)

What measures are taken to minimize the vulnerabilities in released loT product
software? (e.g., follow secure coding practices, perform robust input validation, review
and analyze human-readable code, test executable code, configure software to have
secure settings by default, check code against known vulnerability databases)

What measures are taken to accept reports of possible loT product software
vulnerabilities and respond to them? (e.g., vulnerability response program,
vulnerability database monitoring, threat intelligence service use, development and
distribution of software updates)

What processes are in place to assess and prioritize the remediation of all
vulnerabilities in 10T product software? (e.g., estimate remediation effort, estimate
potential impact of exploitation, estimate attacker resources needed to weaponize the
vulnerability)

What cybersecurity conforming testing or labelling could potential customers look for
in l1oT products or loT product components? (e.g., United States Cyber Trust Mark for
home loT products, Cloud Security Alliance STAR for backends)

Which cybersecurity risk were considered in development of the loT product, what
actions, controls, etc. are expected from customers, and how can expectations be
effectively communicated? (e.g., information in a manual explaining the expected
integration of an loT product into an asset management system that securely on-boards
and inventories all end-points automatically)

26



975

976
977
978
979
980
981
982
983
984
985
986

987
988
989
990
991
992
993
994
995
996
997

998

999
1000
1001
1002
1003
1004

1005

1006
1007
1008
1009
1010
1011
1012
1013

NISTIR 8259r1 ipd (Initial Public Draft) Foundational Cybersecurity Activities
May 2025 for 1oT Product Manufacturers

4. Manufacturer Activities Impacting the loT Product Post-Market Phase

Manufacturers of 1oT products will at some point market and sell their product, which will put it
in the hands of customers and initiate the manufacturing post-market phase. Even in this
phase, manufacturers continue to have a role in supporting loT products and the customers’
cybersecurity needs and goals. For example, manufacturers may have to respond to
vulnerability reports and provide critical updates. These foundational cybersecurity activities
may benefit customers and their ability to secure products throughout their life. An often-
overlooked aspect of both marketing and the post-market phase is communication related to
cybersecurity. Many customers will benefit from manufacturers clearly communicating about
the cybersecurity of their products. This section discusses ongoing actions performed by the
manufacturer that improve securability, making it easier for customers to understand product
cybersecurity and how the loT products meet their cybersecurity needs and goals.

The previous sections discussed how manufacturers can identify
technical or non-technical means customers and users of their loT
products may need for cybersecurity, including product cybersecurity
capabilities. This section is intended to help manufacturers support the
cybersecurity of a product through the post-market phase, most
notably through highlighting the best approaches for communication
with customers and users about cybersecurity related to their loT
product. Some considerations may discuss additional product
cybersecurity capabilities and/or other actions or services the
manufacturer can implement that may be appropriate for some
customers and should be communicated to them.

Planning for these activities, though likely not fully completed until an loT product is in the
post-market phase, is best performed during pre-market activities, such as those discussed in
Section 3. Though Activities 1 through 4 may help inform planning and execution of the
activities presented in this section, they are not considered a prerequisite. This allows aspects
of the planning for Activities 5, 6, and 7 to happen in parallel with other pre-market activities.
The considerations mentioned within these activities may not apply to all customers or
manufacturers, but many will find these considerations to be vital.

4.1. Activity 5: Support Product Cybersecurity through End-of-Life

On-going securability of 10T products through the post-market phase will often require actions
by customers, manufacturers, and other entities. Some cybersecurity mitigations, such as
vulnerability remediation via software updates, are critical post-market means that customers
may rely on to maintain the security of their products and the systems to which they are
connected. Activity 4 discussed planning in the pre-market phase that would be executed upon
here in the post-market phase. Manufacturers can answer the following questions to
understand what actions they or other supporting entities may need to take in the post-market
phase to support product cybersecurity:
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1014 1. Which product cybersecurity capabilities require post-market cybersecurity support?
1015 Product cybersecurity capabilities may need to be updated over time. For example,
1016 digital asset identifiers may be upgraded to accommodate more unique values as a
1017 product base grows. Software updates will also be deployed post-market, which will be
1018 critical to keeping loT products in service longer and minimizing open vulnerabilities
1019 across the internet.
1020 2. Which product cybersecurity capabilities enable post-market cybersecurity support?
1021 Some product cybersecurity capabilities may be important to enabling post-market
1022 cybersecurity support. Considering the prior example of updating a digital asset
1023 identifier, software update capabilities could be used to achieve these updates. Non-
1024 technical cybersecurity capabilities (e.g., Information and Query Reception and
1025 Information Dissemination documented in NIST IR 8259B [11]) are critical to facilitating
1026 post-market cybersecurity support.
1027 3. How can all ecosystem entities be proactive in identifying and mitigating emerging
1028 cybersecurity threats and risks? During the post-market phase, manufacturers are not
1029 alone in ensuring the cybersecurity of the loT product. They may have a role in ensuring
1030 on-going securability of the product, but so may other ecosystem entities. There may be
1031 various actions participants in this ecosystem can take to ensure threats are visible and
1032 risks are mitigated, for example:
1033 e |oT product manufacturers can prioritize actions on vulnerability and bug reports
1034 from the public by making software updates to remediate the issues.
1035 e Integrators can maintain awareness of known issues with 10T products they have
1036 installed for customers and work with customers to minimize the risks.
1037 e Customers can seek support information for their loT products, ensure the most
1038 up-to-date software is installed, and plot next steps if products are out of their
1039 support period and are no longer receiving updates.
1040 4. As cybersecurity and other digital support for the loT product ends, what actions will
1041 the manufacturer take to ensure the products remain securable? |oT products may
1042 remain in service much longer than software or other digital components are supported
1043 or state-of-the-art. Unsupported or deprecated digital equipment used in the field is
1044 sometimes called “legacy.” Though legacy IT equipment is an issue for some sectors,
1045 legacy loT products are relatively common, especially for industrial applications.
1046 Unmanaged environments, (e.g., homes and small businesses) can also accumulate
1047 legacy loT products. Use of legacy products is not natively a cybersecurity issue, but
1048 legacy products have significantly higher likelihood of the presence of and easy
1049 exploitation of vulnerabilities in software or hardware. Mitigation of these
1050 vulnerabilities may be possible but could prove challenging due to required coordination
1051 with customers, who may be difficult to contact and motivate. Manufacturers can
1052 minimize the impact of support ending for their loT products by engaging with
1053 customers while also ensuring the final updates maximize on-going securability of the
1054 loT product. For example, if remote loT product components (e.g., a backend) are to be
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removed when support ends, some or all of the product cybersecurity capabilities
delivered by the backend can be migrated to other loT product components.

5. As the loT product approaches the end of its useful life (i.e., end-of-life), how can the
product remain securable? Even when used as legacy products, all loT products will
eventually no longer be useful. This may be because the use case for the product no
longer exists or because the product has failed components that keep it from fulfilling its
operational functions. Disposal considerations are key here since customers will seek to
remove or replace these products, which may have cybersecurity implications. For
example, how can data be protected from unauthorized access after the disposed loT
product leaves the customer’s control and possession. For some loT products (e.g., large
equipment like vehicles and appliances), their useful life may far surpass that of the
digital technologies the product uses (i.e., the product may have an extended legacy
period). Legacy considerations highlighted in the previous question related to end-of-
support are amplified in this extended legacy situation, so there may be justification to
minimize, or remove entirely, networking capabilities that provide the loT product
broader internet access.

Agility and adaptability are important to post-market cybersecurity since threats and risks can
change over time due to new vulnerabilities, mitigations, and use cases for loT products. As in
the pre-market phase, manufacturers and other supporting entities will need to utilize both
technical and non-technical means to ensure on-going securability of 10T products through the
post-market phase.

4.2. Activity 6: Define Approaches for Communicating to Customers

For most loT products and post-market cybersecurity support plans, communication with
customers and other entities within the l1oT product’s ecosystem is foundational. Clearly
communicating cybersecurity information may necessitate different communication
approaches for different kinds of customers based on their expectations and resources.
Manufacturers can answer questions like the following to help define communication
approaches:

1. What s the purpose of the communication? Communicating cybersecurity information
places demands on both the manufacturer and customer. The manufacturer must
prepare and effectively deliver the message while customers must expend time and
effort to understand and decide how to use the information. As such, cybersecurity
communications should be focused on key disclosures or calls for action to customers.

2. What terminology will the customer understand? A home user will likely have less
technical knowledge than points of contact at a large business (e.g., system
administrators). For example, IT and cybersecurity professionals may already be familiar
with conventions like referring to a vulnerability by its Common Vulnerabilities and
Exposures (CVE) number while home users likely will not.

3. How much information will the customer need? Giving some customers too much
information may overwhelm them and make it harder for them to find the information
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they need. Not providing enough information is generally undesirable, except for cases
where revealing the information might have broader negative implications—for
example, publishing technical details of a newly discovered vulnerability before an
update is available to correct the vulnerability.

4. How/where will the information be provided? Information can be provided in one or
more logical and/or physical locations. Examples include user manuals, terms of service
and other product documentation, websites, emails, and the loT product components
themselves (e.g., mobile apps). Customers will benefit more when they can readily
locate information whenever needed.

5. How can the integrity of the information be verified? For some methods of providing
information, such as emails, customers may want a way to determine if the information
is legitimate (e.g., not a social engineering attempt).

6. Will customers need to communicate with the manufacturer? For example, customers
may seek out updates or other data needed for maintaining their products, including
servicing the loT device. Customers may also discover vulnerabilities or other issues that
they want to report. The functionality, usability, and efficacy of the communication
channels from customer to manufacturer should be tested by the manufacturer to
ensure customers and others (e.g., security researchers) can make use of the channels.

4.3. Activity 7: Decide What to Communicate to Customers and How to Communicate It

There are many potential considerations for what information a manufacturer communicates
to customers for a particular loT product and how that information will be communicated. The
rest of this section contains examples of topics that manufacturers might want to include in
their communications and, for some examples, thoughts on how that information might be
communicated.

4.3.1. Cybersecurity Risk-Related Assumptions

To understand how their risks might differ from the manufacturer’s expectations, some
customers may benefit by knowing the cybersecurity-related assumptions the manufacturer
made when designing and developing the product, such as the following:

1. Who were the expected customers? Some loT products are created with a specific
sector or customer type in mind, which could impact not only which product
cybersecurity capabilities are implemented, but also how those capabilities function.

2. How was the product intended to be used? Some loT products have specific intended
purposes when deployed, which can help scope the cybersecurity customers may expect
from the product. Additionally, some loT products are expected to be used in particular
systems, possibly creating cybersecurity dependencies that customers need to know
about (e.g., a device requires a monitoring system to be able to connect to it for
cybersecurity purposes).
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3.

What types of environments would the product be used in? Customers may need to
know, for example, if an loT product may not be securable in a public location or
without the use of another device or specific application that provides some or all
product cybersecurity capabilities on behalf of the loT product. Network bandwidth and
latency, as well as other environmental factors, may also impact which capabilities to
incorporate and how to implement them.

How would responsibilities be shared among the manufacturer, the customer, and
others within the loT product’s ecosystem? Some customers may benefit from knowing
if implementation of product cybersecurity capabilities and related tasks (e.g., software
updates, product configuration, data protection and destruction, and product
management) are the responsibility of one party or multiple parties.

4.3.2. Support and Lifespan Expectations

Communicating product support and lifespan expectations helps customers plan their
cybersecurity risk mitigations throughout the product’s support lifecycle, which may be shorter
than how long the customer wants to use the product. To determine what information to
communicate to customers, manufacturers can answer questions like the following:

1.

How long is support for the product intended to be provided? Telling customers how
long updates and technical support will be available may help them plan to securely use
and maintain products for an appropriate amount of time.

When is it intended for product end-of-life to occur? What will be the process for end-
of-life? Customers may want to retire a product, or at least change how the product is
used, when the manufacturer considers the product and its device component at end-
of-life. These customers may benefit from advance notice (e.g., six months) leading up
to that end-of-life so that they can plan for the event.

What functionality, if any, will the product have after support ends and at end-of-life?
Customers may want to know if they will be able to continue use of a product at its end-
of-life, even if cloud-based services or other functions are no longer available. (i.e., will a
freezer continue to function as a freezer even if automatic inventorying applications are
not available)

How can customers report suspected problems with cybersecurity implications, such
as software vulnerabilities, to the manufacturer? Will reports be accepted after
support ends? Will reports be accepted after end-of-life? Will any action be taken with
these reports (e.g., posting to a website) after support ends? Examples of reporting
methods include phone numbers, email addresses, and web forms.

How can customers maintain securability even after official support for the product
has ended (e.g., when a manufacturer or third-party organization with a cybersecurity
role shuts down entirely or ends support of the product)? Will essential files or data
be made available in a public forum to allow others, even the customers themselves,
to continue to support the loT product? For example, a manufacturer going out of
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business may make the code base of their product available in an open-source
repository to allow continued development and support from the community.

4.3.3. Product Composition and Capabilities

Communicating information about the product’s software, hardware, services, functions, and
data types helps customers better understand and manage cybersecurity for their products,
particularly if the customer is expected to play a substantial role in managing cybersecurity. To
determine what information is important to communicate to customers, manufacturers can
answer questions like the following:

1.

What information do customers need on general cybersecurity-related aspects of the
product, including installation, configuration (e.g., hardening guide), usage,
management, maintenance, and disposal? Examples include how the product can
securely join a system or network, which configuration options may impact
cybersecurity and how they may impact it, and what ways of using the product are
known to be insecure.

What is the potential effect on the product if the cybersecurity configuration is made
more restrictive than the default? Some products may lose some functionality as their
cybersecurity configurations are made more stringent.

What inventory-related information do customers need related to the product’s
internal software, such as versions, patch status, and known vulnerabilities? Do
customers need to be able to access the current inventory on demand? Some customers
may want to be aware of known vulnerabilities so they can address them, while other
customers may want to know current software patch status.

What information do customers need about the sources of the product’s software,
hardware, and services? Examples of sources include the developer of the product’s
software, the manufacturer of the device’s processor, and the provider of a cloud-based
service used by the product. Techniques such as a software bill of materials (SBOM) and
hardware bill of materials (HBOM) can be considered as a way to communicate this and
similar information to customers consistently and effectively.

What information do customers need on the product’s operational characteristics so
they can adequately secure the product? How should this information be made
available? Some customers may be best served by placing the information on a website,
while others may make best use of the information through a standardized machine-to-
machine protocol. In some cases, such as for device intent signaling, this information or
links to it might be best provided through the product itself.

What functions can the product perform? This includes not only product cybersecurity
capabilities, but also any other functions that may have cybersecurity implications—for
example, transmitting data to a remote system, or using a microphone and camera to
capture audio and video.
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7. What data types can the product collect? What are the identities of all parties
(including the manufacturer) that can access that data? Some customers may need to
know if location information or voice commands collected by the product may be stored
in a cloud and accessed for other purposes, possibly by other parties (e.g., for
aggregation or analytics).

8. What are the identities of all entities (including the manufacturer) who have access to
or any degree of control over the product? For example, a third party providing
technical support on behalf of the manufacturer might be able to remotely update the
product’s software and configuration.

4.3.4. Software Updates

Manufacturers communicating information about software updates helps customers plan their
cybersecurity risk mitigations and maintain the cybersecurity of their products, particularly in
response to emerging threats. Updating the software on the loT device component of the
product can require customer action or be more specialized than that for other product
components. To determine what update information is important to communicate to
customers, manufacturers can answer questions like the following:

1. Will updates be made available? If so, when will they be released? Knowing if updates
will be provided on a set schedule or sporadically will help customers plan for applying
them.

2. Under what circumstances will updates be issued? Examples include controlling the
execution of faulty software and correcting a previously unknown vulnerability in a
standard protocol.

3. How will updates be made available or delivered? Will there be notifications when
updates are available or applied? Customers can better plan for applying updates if
they know they must be downloaded through a specific portal and applied to the
device. Customers may also benefit from being notified that an update has to be or has
been applied, even in cases where the delivery and application of the software update is
automatic and requires no action from the customer or users.

4. Which entity (e.g., customer, manufacturer, maintainer) is responsible for performing
updates? Or can the customer designate which entity will be responsible (e.g.,
automatically applied by the manufacturer)? Do responsibilities vary for different loT
product components? Some customers may benefit from knowing that certain loT
device updates will be available from a third party and that other updates will be
provided by the manufacturer. Some customers may likewise benefit from being made
aware of their roles, responsibilities, and options regarding updates. This will likely vary
for different loT product components. For example, l1oT devices may be managed by
customers in many cases, but most backends will not.

5. How can customers verify and authenticate updates? Can verification and
authentication of updates be achieved automatically by the loT product? Examples are
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cryptographic hash comparison, code signature validation, and reliance on
manufacturer-provided software that automatically performs update verification and
authentication.

6. What information should be communicated with each individual update? Examples
include the reason for the update (e.g., corrections to errors, altered or new
capabilities) and any effect installing the update could have on a customer’s existing
configuration settings.

4.3.5. Product Retirement Options

Customers are more effectively able to plan when manufacturers communicating information
about product retirement options (e.g., the ability to “decommission” the product). To
determine what information about product retirement options is important to communicate to
customers, manufacturers can answer questions like the following:

1. Will customers want to transfer ownership of their loT products to another party? If
so, what do customers need to do so their user and configuration data on the loT
product are not accessible by the party who assumes ownership? For example, a
customer may want to sell a facility that contains smart building automation devices and
would want a way to ensure all data has been removed from the devices before the
buyer gains access to them.

2. Will customers want to render their devices inoperable? If so, how can customers do
that? Some loT devices can be rendered inoperable through logical means (e.g., as
executed through a mobile app), while others use physical means (e.g., a button on the
device).

4.3.6. Technical and Non-Technical Cybersecurity Capabilities

Communicating information about the product’s cybersecurity capabilities, the non-technical
means provided by the manufacturer or other entities, and the non-technical means customers
may need to perform themselves, helps customers better understand how to manage risk for
the product. To determine what information about product cybersecurity capabilities is
important to communicate to customers, manufacturers can answer questions like the
following:

1. Which product cybersecurity capabilities can be provided:

a. by the device itself (device cybersecurity capabilities)? Examples include encryption
used by the device for data protection, the presence of a physical identifier on the
device, and authentication and authorization mechanisms the device uses to limit
access to its network interfaces.

b. by other local product components? Some technical means may be delivered or
supported by an loT hub or mobile app that is part of the loT product.
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1284 c. by a manufacturer service, system or other remote product components? An
1285 example would be technical means provided by an internet server or cloud-hosted
1286 service.
1287 2. Which non-technical means can be provided by the manufacturer or other
1288 organizations and services acting on behalf of the manufacturer? Examples include
1289 many of the concepts discussed throughout this section, such as lifespan expectation,
1290 software update plans, and retirement options. In addition to those discussed in this
1291 section, there may also be other non-technical means (e.g., how a flaw or vulnerability
1292 may be reported) customers would benefit from knowing about and understanding.
1293 3. Which technical or non-technical means should the customer provide themselves or
1294 consider providing themselves? Examples would be using network-based security
1295 controls (e.g., a firewall) to prevent direct access to local loT product components from
1296 the internet and performing audits of the implementation and settings to ensure
1297 compliance requirements are met.
1298 4. How is each of the technical and non-technical means expected to affect cybersecurity
1299 risks? For example, proper implementation of data protection may help mitigate
1300 confidentiality risks, but may also reduce availability (e.g., if data cannot be decrypted or
1301 is decrypted slowly).
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5. Conclusion

This publication discusses seven cybersecurity-related activities for loT product manufacturers
and gives examples of questions manufacturers can answer for each activity. Manufacturers
who choose to perform one or more of these foundational cybersecurity activities should
determine the applicability of the example questions and identify any other questions that may
help to understand customers’ cybersecurity needs and goals, including the product
cybersecurity capabilities the customers expect. The questions highlighted for each activity are
meant as a starting point and do not entirely define each activity. Also, the process described in
this publication is not meant to imply that the role of manufacturers is limited to providing
capabilities that require action by customers, but rather should drive manufacturers to better
understand their customers’ needs and goals in the context of the loT product, which may
require automated capabilities, and/or additional supporting non-technical actions. For some
customers and use cases, where it is possible and appropriate, limited customer responsibility
for cybersecurity may lead to better cybersecurity outcomes for the ecosystems than if the
burden was left fully on customers.
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Appendix A. List of Abbreviations and Acronyms

API
Application Programming Interface

CVE
Common Vulnerabilities and Exposures

FISMA
Federal Information Security Modernization Act

FOIA
Freedom of Information Act

HBOM
Hardware Bill of Materials

ICS
Industrial Control System

loT
Internet of Things

IP
Internet Protocol

IR
Internal Report

IT
Information Technology

ITL
Information Technology Laboratory

LTE
Long-Term Evolution

MAC
Media Access Control

NIST
National Institute of Standards and Technology

SBOM
Software Bill of Materials

SDK
Software Development Kit

SP
Special Publication

SSDF
Secure Software Development Framework
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usB
Universal Serial Bus

UwB
Ultra-Wideband
Wi-Fi
Wireless Fidelity
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Appendix B. Glossary

Actuator
A portion of an loT device capable of changing something in the physical world. [6]

Device Cybersecurity Capability Core Baseline
A set of technical device capabilities needed to support common cybersecurity controls that protect the
customer’s devices and device data, systems, and ecosystems. [10]

Device Cybersecurity Capability
A cybersecurity feature or function provided by an loT device through its own technical means (i.e., device
hardware and software).

loT Device
Devices that have at least one transducer (sensor or actuator) for interacting directly with the physical world and
at least one network interface (e.g., Ethernet, Wi-Fi, Bluetooth) for interfacing with the digital world.

loT Non-Technical Supporting Capability Core Baseline

A set of non-technical supporting capabilities generally needed from manufacturers or other third parties to
support common cybersecurity controls that protect an organization’s devices as well as device data, systems, and
ecosystems. [11]

loT Platform

A piece of loT device hardware with supporting software already installed and configured for a manufacturer’s use
as the basis of a new IoT device. An loT platform might also offer third-party services or applications, or a software
development kit to help expedite loT application development.

loT Product
An loT device or IoT devices and any additional product components (e.g., backend, mobile app) that are necessary
to use the loT device beyond basic operational features.

loT Product Component
An loT device or other digital equipment or service (e.g., backend, mobile app) used to create IoT products.

loT System
Networked computing resources combined with sensors and actuators. [6]

Means
An agent, tool, device, measure, plan, or policy for accomplishing or furthering a purpose. [14]

Securable 10T Product

An loT product that has product cybersecurity capabilities (i.e., hardware and software) and other support
provided by the manufacturer or other supporting entity that customers may need to mitigate common and
expected cybersecurity risks related to the use of the IoT product and its connection to customers’ systems.

Network Interface
An interface that connects an loT device to a network (e.g., Ethernet, Wi-Fi, Bluetooth, Long-Term Evolution [LTE],
Zigbee, Ultra-Wideband [UWB]).

Product Cybersecurity Capability
A cybersecurity feature or function provided by an loT product through its own technical means via one or more
components (i.e., loT platform, cloud backend, device hardware and software).

Sensor
A portion of an loT device capable of providing an observation of an aspect of the physical world in the form of
measurement data. [6]
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1465  Transducer
1466 A portion of an loT device capable of interacting directly with a physical entity of interest. The two types of

1467 transducers are sensors and actuators. [9]
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Appendix C. Change Log

NIST IR 8259 was originally published as final in May 2020. To ensure the guidelines are timely,
useful, and effective, NIST has spent the time from December 2024 until May 2025 to revisit
NIST IR 8259, determine potential areas of revision, engage with the loT cybersecurity
community, and prepare this revised Initial Public Draft of the document. The following areas
have been revised from the original NIST IR 8259 to this Initial Public Draft NIST IR 8259
Revision 1 throughout the document:

e Discussion of loT Devices has been expanded to loT Products. This includes in the title.
o The definition of /oT Device is the same as it was in the original NIST IR 8259.

e Assuch, the concepts of loT Products and loT Product Components have been added to
the document to compliment the concept of loT Devices.

o Backends, companion applications, and specialty networking hardware have
been added as examples of lIoT Product Components other than loT Devices.

o Definitions for these “new” concepts were derived from NIST’s prior work, NIST
IR 8425 and NIST’s efforts in response to EO 14028 that led to the publication of
NIST IR 8425.

e The concept of product cybersecurity capabilities has been added, which is analogous
and related to the concept of device cybersecurity capabilities from the original
document but includes other IoT Product Components other than strictly loT Devices in
their scope/boundary.

o Device cybersecurity capabilities are still included in the revision as part of
product cybersecurity capabilities that are implemented by loT devices
themselves. The definition of device cybersecurity capabilities is the same as it
was in the original NIST IR 8259.

e Edits were made to clarify the role risk and risk assessment can play in creating
securable loT products.

o Introduced the term initial assessment of risk in Section 3 to differentiate the
process and output related to risk of a product that a manufacturer could create
compared to a full risk assessment that would be performed by customer
organizations.

e Edits were made to highlight end-of-life considerations and other aspects of an loT
product’s post-market life. The new post-market activity was added to partly address
this in Section 4.

Some Sections received significantly more new content:
e Section 2: New sub-sections were added to provide further clarification on the topics of:
o Product cybersecurity and its relationship to cybersecurity of deployed systems.

o Explanation of IoT Products and their composition of loT Product Components.
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o ldentification of roles beyond customer and manufacturer that could be in an loT

’ "

product’s “ecosystem.”

e Section 4: Added a Foundational Activity to the Post-Market group of activities: Activity
5: Support Product Cybersecurity through End-of-Life.

o This new activity highlights efforts manufacturers should consider that may be
needed when loT products are post market. These activities are predominantly
communication related.

Beyond these technical revisions, edits have been made throughout the document to clarify
language and concepts, including additional figures, removing or revising confusing phrasing,
and updating some examples given to demonstrate concepts. References were also updated to
reflect current versions of documents and documents published since May 2020.
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